IMamsaTKa 11 00y4YarOIUXCHA 00 MHPOPMALNMOHHOI 0€30IIACHOCTH JAeTeil

HEJb351

1. Bcem mogpsia coo0math CBOIO 4acTHYIO HH(DOPMAITUIO (HACTOSIIIINE UM,
bammmio, TenedoH, aapec, HOMEp MIKOJIbI, a TakkKe (poTorpaduu CBOU, CBOCH
CEMBH U JIpy3ei);

2. OTKpBIBaTh BIOKEHHBIE (DAMIIBI ATEKTPOHHON MOYTHI, KOT/Ia HE 3HACIIIb
OTHPABUTEIS;

3. I'pyOuTs, npuauparbesi, OKa3bIBaTh JaBICHUE — BECTU €051 HEBEKIUBO U
arpecCUBHO;

4. He pacniopsikaiicst IeHbraMu TBOEH CeMbH 0€3 pa3pelleHts CTaplIuX — BCeraa
CIIpalIuBal pOAUTENEH;

5. He Bcrpeuatics ¢ UHTEpHET-3HAKOMBIMU B PEAIBHON KU3HU - IIOCOBETYHMCS CO
B3POCIIBIM, KOTOPOMY JTOBEPSCIIIb.

OCTOPOXHO

1. He Bce numryt npaeny. Uuraens o cede Henpasay B MHTepHETE — o001 00
TOM CBOMM POJIUTENSIM WU ONIEKyHaM,

2. [IpurnamaroT nepenuchiBaThCsl, UrPaTh, 0OMEHUBATHCS — IPOBEPD, HET JIU
MO/IBOXA,;

3. He3zakonHoe konupoBanue (aiiinos B UHTepHETE — BOPOBCTBO;

4. Bcerna paccka3biBail B3pOCIIBIM O MPo0OJieMax B CETH — OHH BCETa TOMOTYT;

5. Ucnonp3yit HacTpolKH 0€30MaCHOCTU U MPUBATHOCTHU, YTOOBI HE MOTEPSATH CBOU
aKKAyHTBI B COLICETAX M JIPYTHX MOpTalax.

MOKHO

1. YBaxait Apyrux nojab30BaTeNei;

2. lTonw3yeuibcss THTEpHET-UCTOYHUKOM — J€Iald CChUIKY Ha HETO;

3. OTKpBIBai TOJBKO T€ CCHUIKU, B KOTOPBIX YBEPEH,;

4. O0waTbcs 3a MOMOIIBIO B3POCIBIM — POJUTENH, ONEKYHbI U aIMUHUCTPALUS
CaliTOB BCErla MOMOTYT;

5. Ilpoiinu o0yyeHue Ha caiite «CeTeBUYOK» U MOJIy4H MACIOPT LUPPOBOro
rpaxxaaHuHal

NudopmanuoHHasi MaMATKA I 00y4AKOIINXCS

C KaXIIbIM TOZIOM MOJIOJIEKU B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, & IIKOJIbHUKU
OJIHM M3 CaMbIX aKTMBHBIX MOJIb30BarTenen Pynera. Mexay teM, TOMUMO
OTPOMHOI0 KOJIMYECTBA BOZMOXHOCTEM, UHTEPHET HECET U MPOOJIeMbl. JTa
namMsTKa JI0J>KHA MOMOYb Te0e 6e301acHO HaXOAUThCS B CETH.



KomnbrorepHbie BUPYChI

KoMrmbroTepHblii BUPYC — 3TO PA3HOBUIHOCTH KOMITBIOTEPHBIX MPOTPaAMM,
OTIMYUTEIHHON OCOOCHHOCTHIO KOTOPOU SIBIISIETCSI CHIOCOOHOCTH K Pa3MHOXKEHHUIO.
B nononHenue k 3ToMy, BUPYChl MOTYT TOBPEIUTH UITU TIOJTHOCTHIO YHUUTOXKHUTh
Bce (hailyibl ¥ TaHHBIE, TOJKOHTPOJIBHBIE MOJIB30BATEN0, OT UMEHH KOTOPOTo ObL1a
3amynieHa 3apax€éHHasi IporpaMma, a TakKe MOBPEAUTh WIH JaXKe YHUUYTOXKHUTh
OTIepallMOHHYIO CUCTEMY CO BceMH (paitiamMu B 11es10M. B 60IbIIMHCTBE CiydaeB
pacupoCTPaHsIOTCS BUPYChl YEPE3 UHTEPHET.

MeTonb! 3alUThI OT BPELOHOCHBIX IIPOIPAMM:

1. Mcnonb3yil COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IPOIPaMM;

2. I[locTostHHO ycTaHaBIMBa MauTu (LIM(GPOBBIE 3aIIIATKH, KOTOPbIE
aBTOMATUYECKU YCTAHABIMBAIOTCA C LEIBI0 JOPAOTKH MPOTPaMMBbl) U IpYyrue
OOHOBJIEHUS CBOEH onepallnoOHHOM cucTeMbl. CKauuBail UX TOJIBKO C
oduimansHoro caiira pazpadorunka OC. Ecnu cyiiecTByeT pesxxum
aBTOMATUYECKOT0 OOHOBJICHUS, BKJIIOUH €rO;

3. Paboraii Ha cBO€M KOMIIBIOTEPE OJ1 ITpaBaMHu MOJIb30BaTENs, a HE
aJIMUHUCTPATOPA. DTO HE MO3BOJIUT OOJBIIUHCTBY BPEJOHOCHBIX TPOrpaMM
WHCTAJUIAPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Mcrionb3yi aHTUBUPYCHBIE IPOIPAMMHBIE ITPOTYKTBI H3BECTHBIX
IPOU3BOAUTENEH, C aBTOMAaTUUECKUM OOHOBJIEHUEM 0a3;

5. Orpanuub pU3NUECKUM JOCTYI K KOMIBIOTEPY 7151 IOCTOPOHHUX JIULL;

6. Ucnionb3yil BHEIIHUE HOCUTENU MH(POPMALIMH, TAKUE KaK (IIelKa, TUCK WU
daiin u3 uHTEpPHETAa, TOJIBKO U3 MPO(EPEHHBIX HCTOYHUKOB,;

7. He oTKpbIBail KOMIIBIOTEPHBIE (Pailyibl, MOJYYEHHbIE U3 HEHAIEKHBIX
MCTOYHUKOB. Jlaxke Te (aiiibl, KOTOpbIe MpUcan TBOW 3HAKOMBIN. Jlyumie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He B niepeiaun JaHHBIX, HE TEXHOJIOTHSI, & BCETO JIUIIb OPEHI,
mapka. Emie B 1991 rony Hunepnanackas KOMIaHus 3aperucTprupoBaiia OpeH;I
«WECAY, uto 0603Hauano cioBocoueranue « Wireless Fidelity», koTopbiit
NEPEBOIUTCS KaK «OeCIPOBOIHAS TOUHOCTDY.

Jlo Hamero BpeMeHU Joluia apyras ab0peBuarypa, KoTopas sIBIsIeTCS TaKOH ke
TexHosoruen. 910 abbpeBuarypa « Wi-Fi». Takoe HazBaHue ObLIO TaHO C HAMEKOM
Ha CTaHAapT BbICIIMI 3ByKoBOM TexHuku Hi-Fi, yTo B mepeBoje o3Hauaer
«BBICOKAsI TOUHOCTBY.



Jla, OecriaTHBIM MHTEPHET-A0CTYH B Kae, OTEISIX U adpOIopTax sSBISCTCS
OTIIMYHOM BO3MOKHOCTBIO BBIX0J1a B UHTEPHET. HO MHOTHE SKCTIEPTHI CUUTAIOT,
yT0 o0meaoctynHeie Wi-Fi ceTu He sBisitoTcs 6€30macHbIMU.

Cosemwl no 6ezonacnocmu pabome 6 ooueoocmyntnuolx cemsix Wi-fi:

1. He nepenaaii cBoto ruHyro nuH@opMarnuio yepes oomenoctynusie Wi-Fi cetn.
PaGoTas B HUX, *KenaTeIbHO HE BBOAUTH MAPOJIH IOCTYIIA, JOTUHBI M KAKHE-TO
HOMEDA;

2. Ucnonp3yil 1 0OHOBIISI aHTUBHPYCHBIE POTpamMMbl U Opanamayep. Tem camMbim
ThI 00€30MaCHUIITh Ce0s OT 3aKaYKH BUPYyCa Ha TBOE YCTPONCTBO;

3. IIpu ucnonwzoBanuu Wi-Fi otkimoun pynkuuto «O0mui noctyn x daitiam u
npuHTepam». J[aHHas GYHKINS 3aKPBITA IO YMOIYAHHIO, OJTHAKO HEKOTOPHIC
MOJI30BATENIHM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIIOJIb30BaHUs B paboTe win yueoe;
4. He ucnonw3yit nyonuunsiidi WI-FI 115 nepenaun TMUHBIX JaHHBIX, HATPUMED
JUTSI BBIXO/Ia B COIMATIBHBIC CETH WITH B DJICKTPOHHYIO TTOUTY;

5. Unonw3yit TosibKO 3anuiieHHoe coequaenue yepes HTTPS, a ue HTTP, T.e.
npu Habope BeO-apeca BBOAU UMEHHO «https://»;

6. B Mmo6uisHOM Tenedone otkioun pyHkiuio «Iloakirodenue k Wi-Fi
aBToMaTu4eckun». He momyckait aBTOMaTHYECKOTO TOJIKJIFOUEHHS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

ConmnajbHbie CeTH

ConmalibHBIC CETH aKTUBHO BXOJIAT B HAIITY KU3Hb, MHOTHE JIIOJIU pab0TaIOT U
JKUBYT TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MUUIHApP.1 YETOBEK,
YTO SBJSIETCS OJHOM CeAbMOM BCEX JKUTEJICH IU1aHeThl. MHOTHE MOJIh30BaTEIN HE
MOHUMAIOT, YTO UH(pOpMaIHs, pa3MEIIeHHAs: UMH B COITUATBHBIX CETSIX, MOXKET
OBITH HaliZiecHa U UCIIOJIb30BaHa KEM YTrOJHO, B TOM UHKCIIE HE 00513aTEJIBHO C
OJlaruMu HaMEPEHUSIMU.

OcHogHnbie cogemul N0 6€30NACHOCMU 8 COYUANLHBIX CEMSIX

1. Orpanuub cucoK apy3eil. Y Te0s B Apy3bsiX HE TOJKHO ObITh CIIyYailHbIX U
HE3HAKOMBIX JIIOEH,

2. 3amminaii CBOXO YacTHYIO *U3Hb. He yka3biBail maponu, TenedoHsl, aapeca,
JaTy TBOETO POXKJIEHUS U JPYTYIO JINYHYIO HH(OpMAIUIO. 3I0yMBILIIEHHUKA
MOTYT KCIIOJIb30BATh Jake MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTENN
IUIAaHUPYETE TPOBECTH KAHUKYJIBI;

3. 3amminai cBO0 penyTaltio - IepkKHU €€ B UUCTOTE U 3a7aBail cebe BOmpoc:
XoTen OBl Thl, YTOOBI APYTHE MOJIB30BATENN BUJIEIH, YTO Thl 3arpyKaeiib?
[Togymaii, mpexJie 4eM 4TO-TO ONMyOJIMKOBATh, HAMIMCATD U 3arpy3UTh;

4. Ecnu Tl rOBOpULIB C JIFOJIBMH, KOTOPBIX HE 3HACIb, HE UCIOJB3YH CBOE
peasibHOe UM U APYTYIO JIUYHYIO HHPOPMAIIK: UMSI, MECTO KHUTEJIbCTBA, MECTO



y4eObl U Mpoyee,

5. N3beraii pazmemnienus hortorpaduii B UHTepHETE, T1I€ THI N300paKEeH HA
MECTHOCTH, 110 KOTOPOH MOKHO OIPEJICITUTh TBOE MECTOTIOJIOKEHHE,

6. I1pu perucTpanuy B COIMAILHON CETH HEOOXOAMMO UCIIOIB30BaTh CIIOKHBIC
MapOoJIH, COCTOSIINE U3 OYKB M (P U C KOJTUIESCTBOM 3HAKOB HE MEHEe §;

7. Jlnst conManbHOU CETH, TMTOYTHI M JPYTHX CAUTOB HEOOXOMMO HCIIOJIb30BaTh
pasHble mapoiu. Torma eciu Te0s B3JIOMAIOT, TO 37I0YMBIIIJICHHUKH MOTydat
JIOCTYT TOJIBKO K OJJTHOMY MECTY, & HE BO BCE Cpasy.

DJIEKTPOHHBbIE JeHbIH

DJEeKTpOHHBIE JCHBIM — 3TO OYEHB YAOOHBIN CIIOCO0 MIaTeKel, OJTHAKO
CYLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU JCHBIU.

3J’I€KTpOHHBI€ JCHBI'H ITIOABHUJIMCH COBCEM HCAABHO 1 KMMCHHO HM3-3a 3TOI'O BO
MHOTI'HX T'OCYyIapCTBax J0 CHUX IIOP HC IIPOIIMCAHO ITPO HUX B 3aKOHAX.

B Poccun ke oHM GyHKITMOHUPYIOT M O HUX YK€ IIPOMKMCAHO B 3aKOHE, TJIe UX
pa3aeAIOT Ha HECKOJIBKO BUOB — aHOHUMHBIC U HE aHOHUMHBIE. PazHuIa B ToM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi IpOBOAUTH omnepaiuu 6e3
UJeHTU(PUKAIIMY TI0JIb30BaTENIsA, & B HCAHOHUMHBIX HJICHTU(UKAIIUH TT0JIb30BaTEIsS
SIBJISIETCS 00S3aTEIIBLHOM.

Taxxe cneayeT pa3nuyarh MEKTPOHHbIE (UATHBIE ACHBIU (PaBHBI
rOoCyapCTBEHHBIM BAJIIOTAM) U 3JIE€KTPOHHbIE HE()UATHBIE I€HBIU (HE PABHBI
rOCyAapCTBEHHBIM BAJIFOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHON padOTe C AIEKTPOHHBIMU JIEHbIAMU:

1. [IpuBsxu K cueTy MOOMIIBHBIN TenehoH. ITO caMblil yIOOHBINA U OBICTPHIA
CII0cO0 BOCCTAaHOBUTH JIOCTYM K cueTy. [IpuBsizaHHbIi TenePOH MOMOXKET, €CIIu
3a0y/Ie1lb CBOM TIJIATEXKHBINA TApOJIh WK 3aieIlb Ha CAalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Ucnonbe3yit ogHOpa3oBbie apoiu. [locie nmepexoaa Ha yCUIEHHYIO
aBTOpHU3aLIMIO TeOE yKe He OYIeT yrpokaTh ONMACHOCTh KpaXKu WIIK TiepexBaTa
IJIATEKHOTO MAPOJIs;

3. Beibepu cnosxHbli naposs. [IpectynHukaM OyaeT He MPOCTO yrajaaTh CIOKHbBIN
naposbs. HagexxHsle napoiau — 3TO apoJiv, KOTOPbIE COAEPKAT HE MEHEE 8§ 3HAKOB
Y BKJIIOYAIOT B C€0sl CTPOYHBIE U TIPOIMUCHBIE OYKBBI, HU(PBI U HECKOJIBKO
CHUMBOJIOB, TaKH€ Kak 3HAK J0Ju1apa, PyHTa, BOCKJIMIATENbHbIN 3HAK U T.II.
Hanpumep, $tROng!;;

4. He BBOAM CBOM JMYHBIE JAHHBIE HA CaliTax, KOTOPHIM HE TOBEPSEIIb.



DJIeKTPOHHASA MOYTA

DneKTpoHHAs OYTa — HTO TEXHOJIOTHSI U MPEJOCTABIISIEMbIE €10 YCIYTH 110
NEPECHUIKE U MOJIYYEHHUIO AIEKTPOHHBIX COOOIIEHUI, KOTOPBIE PACIIPEACIIAIOTCS B
KOMITbIOTEpPHOM ceTu. OOBIYHO 3JEKTPOHHBIN TTOYTOBBIH SIIUK BBITIISIUT
cienyroumM o0pa3oM: UMs_TOJIb30BaTeIsI(@umMsi_tomeHa. Taxoke KkpoMe repeaadu
IIPOCTOT0 TEKCTA, UMEETCSI BO3MOKHOCTh MEPEIaBaTh (pailiibl.

OcHosHvie cogemvl no 6e3o0nachou pabome ¢ 21eKMPOHHOU NOYMOU:

1. Hago BeIOpaTh npaBUIIbHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBII
BBIOOp OECIUIaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIYUIlIE JOBEPSITh TEM, KOTO
3HACIIb U KTO NIEPBbIM B PEUTHHTIE;

2. He yka3piBait B TUUHOM mouTe JUUHYIO HHGopMaInoo. Hanpumep, ydiie
BBIOPATh «MY3bIKaJIbHBIN _(panaT@» i «pok2013» BmecTo «temal3»;

3. Mcnonp3yil ABYXATAHYKO aBTOPU3ALMIO. ITO KOT1a TOMUMO MapoJisi HY>KHO
BBOJUTH KOJ, IPUChUIaeMbIi 0 SMS;

4. Bp1Oepu CJIOKHBIN Napoib. [[J1s1 KaXk10ro MOYTOBOTO SIIIMKA JOJKEH ObITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTh BO3MOKHOCTbD HAIIMCATh CAMOMY CBOM JIMYHBIN BOIPOC, UCIIOIB3YH
3Ty BO3MOXHOCTb;

6. Mcnosib3yil HECKOJIBKO MOYTOBBIX SIIIMKOB. [IepBbIii 17151 4aCTHOM MEPENUCKU C
azpecatamu, KOTOPBIM Thl JIOBEPSIEIIb. JTO JNEKTPOHHBIN aApeC HE HAI0
UCITIOJI30BATh NIPU PErUCTpalui Ha (opyMax u cailTax;

7. He oTkpbIBail (aityibl U Apyrue BIOKEHUS B TUChMaX JaXKe €CJIM OHU MPUIILIN
OT TBOUX Jipy3el. Jlydllle yTouHU y HUX, OTIPABIISLIIN JIU OHU TeOe 3T (ailbl;

8. [Tociie okoHYaHus pabOTHI HA TTOYTOBOM CEPBUCE TMEPE]T 3aKPHITUEM BKIIAJIKH C
caiiToM He 3a0yJp HaXXaTh Ha « BBIATIY.

Ku0epOyaimHr uim BUPTYyaJbHOE U3/1€BATEILCTBO

KubepOymmHr — mpeciieioBaHue COOOIIEHUSIMU, COICPKAIUMU OCKOPOJICHUS,
arpeccuio, 3ayruBaHue; XyJIUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHNE C TIOMOIIBIO
pPa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOSPOYIUTMHTOM:

1. He 6pocatiics B 60it. JIydmuii crmoco0: mOCOBETOBATHCS Kak ceOst BECTH H, €CITH
HET TOTO, K KOMY MOKHO O0paTUTKCS, TO BHAYAJIE YCIIOKOUThCA. ECiiv Thl HAaYHEIITh
OTBEYaTh OCKOPOJCHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO €I11e OOJIBIIIE Pa30KIKEITh
KOH(DIUKT;

2. Yrpasnsii cBoel kuOeppernyTaiuei;

3. AHOHUMHOCTb B ceT MHUMasl. CyIIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOMT 32



AHOHUMHBIM AKKAYHTOM;

4. He cTout BecTu XyJIUraHCKui 00pa3 BUPTyalbHOU Ku3HU. IHTEepHET
(buKCUpYyeT BCE TBOM JICUCTBUS M COXPAHSIET UX. Y IAJIUTh UX OyAET KpailHe
3aTPYAHUTEIBHO;

5. Cobmroait CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyii enuunyHbIi HeraTuB. OHOpPa30Bbie OCKOPOUTETBHBIE COOOIIIEHNUS
Jydllie UTHOpUpoBaTh. OOBIYHO arpeccus MpeKpamiaeTcs Ha HayadbHOW CTa/IuH;
7. ban arpeccopa. B mporpammax oOMeHa MIrHOBEHHBIMU COOOIIEHUSMHU, B
COLIMAJIBHBIX CETAX €CTh BOZMOKHOCThH OJIOKMPOBKU OTIPABKH COOOIICHUM C
ONPENIEIICHHBIX aJPECOB;

8. Eciu TbI cBUETENb KNOCPOYITMHTa. TBOM AEHCTBUSA: BHICTYIUTh IPOTUB
IpeciaeaoBaTeNs, IOKa3aTh EMY, YTO €r0 JIEMCTBHsI OLIEHUBAIOTCS HETAaTUBHO,
MOJJIEPKaTh JKEPTBY, KOTOPOU HyHa TICUXOJOTUYECKAs TOMOIIb, COOOIITUTh
B3pOCJBIM O (PaKTE€ arpeCCUBHOTO MOBEICHUS B CETH.

MooOuibHbIi TesaedoH

CoBpemeHHbIe cMapT(HOHBI U TUIAHIIETHI COJIepKaT B ce0e BIIOJIHE B3POCIIBIN
(GbyHKIIMOHAJ, ¥ TETIEPh OHU MOTYT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMHU
KoMmmbloTepamu. OHAKO, CPEACTB 3aIIUTHI JIJIs1 TOJOOHBIX YCTPOUCTB MOKA OYCHB
Mayio0. TecTupoBaHUE U TTOUCK YSA3BUMOCTEN B HUX MPOUCXOIUT HE TaK
MHTEHCUBHO, Kak jis [1K, To ke camoe kacaeTcss U MOOMJIBLHBIX MPUIIOKEHUN.

CoBpeMeHHbIe MOOUJIbHBIE Opay3ephl yKe MPAaKTUYECKH JIOTHAJIM HACTOJIbHbBIE
aHaJoTu, OJHAKO paciiupeHue PyHKIMOHaIa BIEYET 32 CO00M OOJBIITYIO
CJIOKHOCTh U MEHBIIIYIO 3aIUIIEHHOCTb.

Jlanexko He Bce MPOU3BOUTENM BBITYCKAOT OOHOBJIEHUS, 3aKPbIBAIOIIHE
KPUTUYECKUE YA3BUMOCTH JIJIsI CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MaCHOCTH MOOUIILHOTO TesieoHa:

1. Hudero He siBJISIETCS TO-HACTOSIIEMY O€CIIIaTHBIM. Byib OCTOpOXKEH, Bellb
Korja Tede npeagaratoT OecriiaTHbIii KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-
TO IJIATHBIE YCIIYTH;

2. Qymaii, npexzae ueM oTnpaBuTh SMS, ¢hoTo unu Buaeo. Thl TOYHO 3HACIIb, TE
OHM OyIyT B KOHEYHOM UTOTE?

3. Heo0x0aumMo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hoHa,;

4. Vicnonp3yi aHTUBUPYCHBIE IPOTPAMMBI 111 MOOMIIBHBIX TeJIe(hOHOB;

5. He 3arpy»xaii npuioKeHust OT HEU3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIICUEHHE,;

6. [Tocne Toro Kax Thl BRIWJEIIH C CANTa, T/I€ BBOWII JIMUYHYIO HH(OpMAITHIO,
3aiiIi B HACTPOUKHU Opay3epa u yaaiu cookies;



7. [lepuonnuecku MpoBepsiii KaKUe MIATHbIE YCIYTM aKTUBUPOBAHBI HA TBOEM
HOMEPE;

8. JlaBaii cBOI1 HOMEp MOOMIILHOTO Tele(OHA TOIBKO JIFOISIM, KOTOPBIX Thl 3HACIIIb
U KOMY JIOBEpSICILIb;

9. Bluetooth nomkeH ObITH BBIKIIIOUEH, KOT/Ia Thl UM HE MOJb3yenibes. He 3a0biBait
MHOT]Ia IPOBEPATH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBI — 3TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHHUS,
O00BEIUHAIOIINE COTHHU THICAY YEJIOBEK 110 BceMy Mupy. Urpoku uccnenyror
JAHHBI UM MHpP, OOLIAIOTCS IPYT C IPYTrOM, BBINOJHSIOT 3aJaHHs, CPAKAIOTCA C
MOHCTPAMH H ITOJIYYaroT ONBIT. 34 YAOBOJBCTBUE OHU IUIATAT: IOKYIAOT JKCK,
OIUIAYMBAIOT A00OHEMEHT WJIM MPUOOPETAIOT KAKHUE-TO OILUU.

Bce 3Tu cpenctBa uayT Ha NOAJIEPAKAHNUE U PA3BUTUE UTPBI, & TAKKE HA CaMy
0€30IMaCHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPU3AIMH, BBIITYCKAIOTCS HOBBIC
naT4yu (Hu@poBbIe 3aMIaTKU JUIsl IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo0HBIX Urpax CTOUT OMAcaThCA HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO
Kpa)ki TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3ALUU OOJIBIIMHCTBA
Urp.

OcHosHble cogembl no 6€30NACHOCMU MB0E20 USPOBO20 AKKAYHMA:

1. Ecniu npyroit urpok BeaeT cedsl MI0X0 WU COo3/aeT Te0e HeNPUIATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;

2. Ioxainy¥ica aIMUHUCTPATOPAM UTPHI Ha TJI0X0E MOBEIECHHUE 3TOI0 UTPOKA,
YKEJIATEJIbHO PUJIOKNATHh KAKHE-TO JTI0KA3aTENIbCTBA B BUAE CKPUHOB;

3. He yxa3biBail muunyo nHGOpMaIuio B podaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBiauBaii HeouilnaabHbIC ITaTYd U MOJIHI,

6. Mcrionb3yil Cl0XKHBIE U Pa3HbIE TAPOJIH;

7. Jlaxxe BO Bpemsi UTPbI HE CTOUT OTKJIIOYATh aHTUBUPYC. [I0Ka ThI urpaeiib, TBON
KOMIIBIOTEP MOTYT 3apPa3HTh.

OUIIHHT WM KPaKa JTHYHBIX JAHHbIX
OOBIYHOM KpaXkeil IeHeT U TOKYMEHTOB CErOHS y>K€ HUKOro He yAUBUTIIIb, HO C
pPa3BUTHEM MHTEPHET-TEXHOJIOTUM 3JI0YMBIILJIEHHUKHU [TIEPEMECTUIINCH B UHTEPHET,

H IIPpOAOJIKAIOT 3aHUMAThCs «JTIOOMMBIMY JACJIIOM.

Tak nmosiBuIach HOBas yrpo3a: HHTCPHCT-MOIICHHUYCCTBA UJIN (1)I/II_HI/IHF, rJ1aBHasA



IIEJTb KOTOPOTO COCTOUT B TIOJyUYE€HUU KOH(PUACHIIUATBHBIX TAHHBIX
M0JIb30BaTeNe — JOrMHOB U naposeid. Ha anrnuiickom si3bike phishing unraercs
kak ummmHr (0T fishing — prIOHas 0B, password — mapoJib).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl o103peBaetiib, YTO TBOSI aHKeTa ObLIa
B3JIOMaHa, TO He0OX0IMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aAMUHUCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Ucnonw3yit 6e30macHbie B€O-CaliThl, B TOM YUCJIC, UHTEPHET-Mara3nHoB U
MTOMCKOBBIX CHUCTEM,;

3. Ucnonb3yii criokHbIe U pa3Hble mapoiu. Takum oOpa3om, eciid Te0s B3JIIOMAloT,
TO 3JIOYMBIIIJICHHUKHY TOTy4YaT TOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH,
a He KO BCEM,

4. Ecnu Te0s1 B3IOMaNIH, TO HEOOXOIMMO MPEIYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBJICHbI y T€Os B APY3bAX, O TOM, YTO T€OsI B3JIOMAJIU U, BO3MOXHO,
OT TBOETO UMEHHU OYyJIET PacChUIaThCA CIIaM U CChUIKM Ha (DPUIIIMHTOBBIE CANTHI;

5. YcranoBu HagexHbli napoib (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKJII0UM COXpaHEHHUe Maposis B Opaysepe;

7. He oTkpbIBail ¢aitsibl U ApyTrUe BIOKEHUS B MUCbMAaX Jake €CIIM OHU MPUIUTH
OT TBOMX Jipy3ei. Jlydllle yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Hailsibl.

Hudposas penyrauus

[Mudposas permyranus - 3T0 HEraTUBHAsI UM MO3UTHUBHAS HH(OPMALIUS B CETH O
tebe. Komnpometupytromias nndopmaius pa3MeilieHHas B UHTEPHETE MOXKET
CepbhEe3HBIM 00pPa30M OTPA3UTHCS HA TBOEH peanbHOU xu3HU. «l{udposas
penyTanus» - 3TO TBOM UMUK, KOTOPbIX (hopmupyeTcst u3 uHpopManuu o Tede B
UHTEpHETE.

TBOE MECTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOCHHOCTH
XapakTepa U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIIJIMBACTCS B CETH.

MHorue noApoCTKH JIETKOMBICJICHHO OTHOCSATCS K IMyOJIMKAIMK JIMYHON
uHdopmaruu B HTEepHETE, HE MOHUMAsi BOBMOXKHBIX MOCIENCTBUMA. ThI 1axke He
CMOXeEITb J0TaaThcsi 0 TOM, 4To Gotorpadus, pa3MelieHHas S5 JeT Ha3al, cTaja
MPUYUHON OTKAa3a MPUHATH Te0s Ha PaboTy.

KoMmmenTapuu, pazmenieHue TBoux (Gororpaduii U ApyTrue IeHCTBHUS MOTYT HE
MCYE3HYTh JIaXKe MOCJIC TOTO, KaK Thl UX YAIUIIb. Thl HE 3HACIIIb, KTO COXPaHUII
9Ty HH(pOpMaIIKIO, TToTaia JIM OHAa B TIONCKOBBIE CHCTEMBI M COXPAHMJIACh JIU OHA, a
TJIABHOE: YTO MOAYMAIOT O TeOE OKpYKAIOIIEe JIFOAN, KOTOPbIC HAWIYT U YBUISAT
sT0. Halitu na(opmaImio MHOTO JIET CIIYCTS CMOXKET JIFOOON — KakK U3 T00PhIX



noOyXIeHUH, TaK U C HAMEPEHUEM MIPUUUHUTH BPed. DTO MOXKET ObITh KTO
YTOIHO.

OCHOBHBIE COBETHI I10 3aIIUTe IIUGPOBOI permyTaluu:

1. ITonymaii, mpesxae ueM 4To-To MyOIMKOBaTh U NepeiaBaTh y ce0s B OJ0re wiv B
COLIMAJIBHOM CETH;

2. B HacTpoiikax mpo¢uiist yCTAHOBU OTPaHUUYEHUS Ha IPOCMOTP TBOETO MPOPHUIIS
U €r0 COZIEPKUMOTr0, CIETIal €ro TOJIBKO I APY3€il»;

3. He pa3memaii u He yka3biBail HH(OPMAITHIO, KOTOPAst MOXKET KOTO-TH00
OCKOPOJISATH WA OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHBIE MKOJLHUKH— aKTUBHBIC TI0JIB30BaTENN ITU(POBOTO MPOCTPAHCTBRA.
OHaKo JajaeKo He BCe 3HAIOT, YTO M0JIb30BaHHE MHOTUMH BO3MOKHOCTIMU
1udpoBoro mupa TpedyeTr coOM0ICHNS IPaB Ha HHTEIJICKTYaJbHYIO
COOCTBEHHOCTE.

TepMuH «MHTEIEKTyalIbHast COOCTBEHHOCTH» OTHOCUTCSI K Pa3IMYHbIM
TBOPEHUSM YEJIOBEUECKOIO YMa, HAUMHAsI C HOBBIX U300PETEHUI U 3HAKOB,
0003HAYaIOIMX COOCTBEHHOCTh HA MPOIYKTHI U YCIYTH , U 3aKaHYMBasi KHUTaMH,
doTorpapusiMu, KHHOPUIBEMAMHU U MY3bIKAJIbHBIMU ITPOU3BEICHUSIMH..

ABTOpCKHE MpaBa — 3TO MIpaBa Ha UHTEIJICKTYaJIbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPBI U HCKYCCTBA. ABTOPCKHE MpaBa BBICTYNAIOT B
KauyecTBE FapaHTUU TOTO, YTO MHTEJIEKTYaJIbHbIA/TBOPUECKUN TPy aBTOpa HE
OyJeT HapacHbIM, AACT EMY CIIpaBeUIMBbIE BO3MOKHOCTH 3apab0oTaTh Ha
pe3ysbTaTax CBOEro TPyJa, MOJYyUYUTh U3BECTHOCTH U npu3Hanue. Hukro 0e3
paspellIeHts aBTOpa HE MOXKET BOCIIPOU3BOIUTH €T0 IIPOU3BEICHHUE,
pacnpoCcTpaHsTh, MyOIMYHO JEMOHCTPUPOBATh, MPOAABATh, UMIIOPTUPOBATH,
IyCKaTh B MPOKAT, MyOJNYHO UCTIONHSTH, TOKA3bIBATh/UCIOJIHATH B 3(pupe Wiu
pasmemats B MHTEpHETE.

Hcnonb3oBaHne «IUpaTCKOro» MpOorpaMMHOTO 00ECIIeYEHUsI MOXKET MPUBECTU K
MHOTUM pUCKaM: OT MOTEPU JIaHHBIX K TBOUM aKKayHTaM J0 OJJOKMPOBKHU TBOETO
YCTPOMCTBA, I'/IE YCTAHOBJICHHBIN HE JIeTalibHas nporpamma. He crout takxke
3a0bIBaTh, YTO CYIIECTBYET JIETAIbHbIC M OCCIIJIATHBIC MPOTPAMMBI, KOTOPHIC
MO>KHO HAUTH B CETH.



